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Introduction
The Change Management Procedures establishes establish how changes to (Credit Union)’s systems and applications will be proposed, accepted, monitored, and controlled. In order to have a successful deployment of changes to the Credit Union system, it is imperative to manage change. The objective is not to prevent change, but instead to manage change. This way, decisions are based upon a clear understanding of the advantages that the change will produce as well as the impact the change will have on the current staff, members, environment, or other systems.
This Change Management Plan addresses the following:
· Identify the change request.
· Analyze and document the impact of the change request.
· Approve or reject the change request.
· Track the change request, including updated documentation for approvals.
1. Definition and Scope
Change control covers the control of all aspects of the Credit Union’s systems and software, including the: hardware, software, operating systems, compilers, and utilities, third-party and in-house developed software applications, and any network devices that could impact service, together with any access controls, command procedures, and documentation to support and process them.
 
2. Requirements
  
A. When system changes are required, it is essential that the changes are appropriately authorized and approved. Authorization for any system change must come from a member of senior management. The only exception to these procedures is for changes made to correct errors found in existing programs or procedures, or for “patches” to existing systems, such as Program Temporary Fixes (PTFs) or Service Packs (on network systems). Because it may not be convenient or advisable to delay applying such changes while waiting for approval, these types of changes (i.e., PTFs or Service Packs) can be made, but should be communicated to appropriate management personnel as soon as possible.
 
B. It is equally important that all system changes adhere to the following guidelines:
  
i. Changes must not violate any other policies or procedures.
 
ii. Changes must be thoroughly tested.
 
iii. Changes must be sufficiently documented.
 
iv. Changes or appropriate documentation must be reviewed by senior management or their designee.
 
v. Changes must be implemented at an appropriate time to reduce or eliminate disruption of customer activity, Credit Union workflow, and system operations.
 
vi. A “back-out” plan must be considered in the event the changes are unsuccessful or produce undesired results prior to implementation of the changes.
 
C. The following personnel have the authority to approve software/hardware changes: [[4400-1]].
 
D. It is the responsibility of the [4400-2] to implement most software/hardware changes; however, certain senior managers may also make changes to Credit Union application software with documentation provided to the [4400-2] for retention.
 
3. Procedures for Change Identification
  
A. The application owners, or their designated representatives, may submit a change request to the [4400-2] utilizing the Credit Union’s current Change Request Form. The requestor requester must complete the Change Request portion of the Change Request Form and submit it to the [4400-2] for review.
 
B. The [4400-2] then records the request in their system for tracking and audit purposes.
 
4. Procedures for Change Analysis
  
A. The Change Analysis portion of the Change Request Form is completed by the requestor requester and/or a member of the [4400-2]. This section of the form addresses the details of the work to be done and the impact of the change to the project or current environment and/or system.
 
B. The Change Request Form should be submitted to and signed by the department manager to ensure that the requested change is viable. The form will then be submitted for approval. The requestor requester may not approve the change request if it is submitted by them.
 
5. Change Request Approval Process
  
A. The documented Change Request Form should be submitted for approval by a member of senior management or their designee. The associated employee may approve changes to current application parameters or fixes for current application issues for those applications for which they are responsible. They cannot approve significant or major release upgrades.
 
B. The Change Request Form approver will complete the Change Approval portion and return it to the [4400-2] for recording and filing.
 
C. If approved, the IS system will be updated to reflect the proposed change. If the request is not approved, a copy of the form will be returned to the Requestor.
 
6. Operating System Changes
  
A. A review of existing operating systems will be conducted at least quarterly by the  [4400-2] to check for upgrades and releases that may recently havehave recently been made available. The changes made within these upgrades are examined in order to determine the urgency of the need to apply the modifications. In the event a problem occurs that requires an upgrade to be installed outside the regularly scheduled times, the  [4400-2] should apply the necessary updates and notify the relevant senior management employee.
 
B. All upgrades and releases should be scheduled, when feasible, for implementation during off peakoff-peak hours. All installations are performed under the direct supervision of the  [4400-2] .
 
C. The  [4400-2] is also responsible for installing and updating desktop operating systems, office automation software products, network clients, browser software, various product clients, and other software used at the desktop level. These updates are performed on an as-needed basis. Every effort will be made to maintain consistency throughout the network, but due to user preferences and the number of desktop systems, it may not be possible to always have exactly the same levels of software on every computer.
 
D. It is the responsibility of the  [4400-2] to install and maintain any mainframe computer operating system software. Most vendors provide release updates for these operating systems in accumulated cumulative packages. Unless a particular system problem occurs, it is not necessary to download and apply individual fixes on a regular basis. Semi-annually, the  [4400-2] will determine if a new cumulative software package is available. Implementation should be scheduled with the financial institution’s host Credit Union system processing software vendor to insure ensure there are no known problems between the application software and the patch package. Implementation is to be scheduled with senior management approval.
 
7. Core Credit Union Application Changes
The core Credit Union system vendor will periodically send software “releases” to their clients. Because of the potential wide-ranging impact of these software releases, the scheduling, training, and implementation of the releases is more complex than with operating system software, where the changes are usually transparent to the end user. The following outlines the basic steps performed when installing a Credit Union system software release.
  
A. If possible and if deemed necessary by the [4400-3], vendor training classes should be attended.
 
B. Documentation of changes should be distributed to affected departments prior to the installation.
 
C. Appropriately structured training is to be scheduled as required by the complexity of the release for any employees who might be affected by the release. Training is to be conducted by the  [4400-2] or someone designated by the IS Manager and Training Department.
 
D. The release installation must be scheduled far enough in advance so that affected employees and the vendor can be properly notified of the installation date.
 
E. A system backup prior to the installation date should be completed in case a problem develops with the installation.
 
F. If the software vendor recommends additional backups beyond the complete system backup, those backups should be performed immediately before installation of the release.
 
G. A “back-out” plan must be considered in the event the changes are unsuccessful or produce undesired results prior to implementation of the changes.
 
H. The  [4400-2] installs the release. Any exceptions to expected results will be noted and reported to senior management as deemed appropriate by the IS Manager.
 
I. Any user-written programs and queries affected by the release will be modified and recompiled as needed by the  [4400-2] and/or other responsible parties.
 
J. Third-party programs will be tested for compliance. Any failures will be reported immediately to the program vendor.
 
K. The Credit Union’s procedures will be updated with new documentation and distributed to the appropriate departments.
 
L. The first processing cycle following the installation of the release should be closely monitored to make sure all changes were implemented as expected, and no processes were affected negatively.
 
8. Documentation
Appropriate documentation must be provided for the following:
  
A. Change control procedures — the procedures for implementing system changes should be fully documented and followed.
 
B. System change requests — all requests for system changes should be submitted in writing on the appropriate Change Request Form. The form must be approved by the appropriate personnel.
 
C. Technical functions — a guide for the technical functionality of the software should be maintained by the  [4400-2] .
 
D. Operational functions — any operational instructions required should be available to the appropriate department.
 
E. End-user functions — specific instructions for using the software should be available to the appropriate department.

